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1. Executive Summary
While the basic goals of security have remained unchanged over the past few years, the
emergence of rapidly changing technology and more strategic business goals have changed
the rules of the game and have resulted in an uneven playing field. The increasing use of the
Internet, in particular, for commerce and communications has greatly expanded the flexibility
for corporations to establish new supply chains, better utilize human resources on a global scale,
and allow for a mobile workforce to be constantly in touch with the enterprise. This flexibility has
introduced additional requirements for security, business continuity, and emergency management,
as the same technologies that empower flexibility on a global scale can expose the enterprise to
threats on a global scale. The security challenges have continued to grow in both intensity and
complexity over the years, and it is imperative for every corporation to establish its business
objectives with regard to security.
MCI® utilizes a tiered approach for its internal systems and networks and leverages
participation in industry and government security forums to maintain an ever-vigilant approach
toward security. The overall reliability of a service depends not just on security operations, but
also on establishing an overall program for business continuity and emergency management to
survive extraordinary events such as large-scale power outages, natural disasters, or terrorist
attacks.
MCI uses a rigorous program to identify, mitigate, and manage these extraordinary risks.
Any enterprise faces many of the same issues of security and business continuity that MCI
faces internally. MCI offers a range of security services from built-in services such as mitigation
of denial of service attacks, assistance in the protection against the proliferation of worms or
protocol exploits, as well as management of firewalls, managed authentication systems, and a
complete suite of business restoration services including IP-VPNs and geographically dispersed
and internally redundant data centers.

2. Introduction
During 2002, the FBI and the Computer Security Institute did a survey of large corporations
and government agencies, and 90 percent reported that they had detected computer security
breaches within the last 12 months. Eighty percent acknowledged financial losses due to
computer breaches and, of those, 44 percent of the respondents were willing and/or able to
quantify their financial losses, which represented a total of $455,848,000. As in previous years,
the most serious financial losses occurred through theft of proprietary information (26
respondents reported losses of $170,827,000) and financial fraud (25 respondents reported
losses of $115,753,000). Of particular significance is that for the fifth year in a row, 74 percent
of the respondents cited their Internet connection as a frequent point of attack, while only 33
percent cited their internal systems as a frequent point of attack.1
According to the Gartner research firm, by 2005, 60 percent of security breach incident costs
incurred by businesses will be financially or politically motivated. Most of these financial losses
will be the work of insiders working alone or in conspiracy with outsiders.
Financial losses due to computer crimes may run as high as $10 billion a year, according to
the February 3 issue of Fortune magazine. If you include the indirect costs of computer crime,
the losses may be even higher.
Table 1: Cost Impact of Worms and Viruses2
Year
1999
2000
2001
2001
2002
2003

Virus/Worm
Melissa virus
Love bug virus
Code Red I and II worms
Nimbda virus
Klez worm
Slammer worm

Estimated Damage
$80 million
$10 billion
$2.6 billion
$590 million to $2 billlion
$9 billion
$1 billion

Source: USA Today Research
1
2

2002 Computer Crime and Security Survey from the FBI/Computer Security Institute
http://www.usatoday.com/money/industries/technology/2003-09-01-blaster-cover_x.htm
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The cost of worms and viruses to industry, institutions, and to individuals is extremely high. The
2002 Klez worm cost victims on the order of $9 billion, and these worms continue to circulate.
The re-forwarding of an old message with an infected attachment can re-infect recipients unless
they have taken the trouble to maintain an up-to-date database of worm and virus profiles along
with filtering software in their computers. It is helpful but not sufficient to rely on e-mail filtering
by an e-mail service provider, because these infections can also propagate through Web-based
e-mail services or even through ingestion of files containing HTML or XML content that is
interpreted by a browser or word processing program. Another classic vector for infection is a
computer that has been connected to the public Internet that is subsequently brought into a
corporate network, inside the firewall, so that its infected software can attack from inside.
Although there are many new technologies that impose security challenges or offer solutions,
the basic objective remains the same: Ensure that authorized people only use information for
authorized purposes. Technology cannot ensure that those authorized do not misuse their access,
as evidenced by the significant number of “inside jobs.” Technology has however transformed
some old issues and created new challenges to allowing or denying access to information.
In the distant past, computers were large, expensive devices that required clean and airconditioned environments in which to operate. Securing access to these systems was largely
a matter of securing physical access to them. Communication system security was largely a
matter of securing each communication link in the network using cryptographic methods and
then physically securing each node in the network. The security task could be narrowed to very
tangible tasks: “Lock the door, lock the link.”
In today’s world, computing and communications are part of a richly interwoven fabric that
is growing more ubiquitous. Securing these highly distributed and interconnected systems is
becoming more of a challenge because the computing elements are not only increasingly
everywhere but they can also be reached from anywhere, making them more vulnerable to
attack from a distance.
The number of doors has increased dramatically. The physical doors of the past have been
joined by an ever-increasing number of virtual doors. Software and hardware are used to lock
these doors using certificate logic rather than physical keys. The links are used for many
purposes, not just access to a particular computer. The same link that must be encrypted
when used to access certain information or a resource needs to be wide open for other purposes.
The risk of an inside job aided by an employee remains, but an outsider can now be aided by a
piece of inside or malicious code. The challenge faced by the enterprise has grown, compounded
by the number of distributed computing and network resources, the nature and sheer quantity
of vulnerabilities and threats, and the knowledge and skills required to address them.
In this white paper, we will explore the scope and scale of computer and network security
challenges, as they appear to be shaping up for the 21st century, and offer some
recommendations for how they may be addressed.

3. The 21ST Century Computer and Network Security Challenge
3.1. Bugs, and Viruses, and Worms, Oh My!
Reading the statistics of the Carnegie-Mellon Computer Emergency Response Team Coordination
Center (CERT/CC)3, one might be forgiven for thinking of today’s security environment as a
battlefield in which the forces of good and evil contend for the spoils of war. And in some ways,
the metaphor is probably apt. At the same time, however, it might also be argued that computer
and communication security is all about risk and risk management. It is the latter metaphor that
provides a helpful guide to decision-making for CIOs and others who must make investment and
spending decisions to mitigate business risks.
The CERT/CC statistics for the period 188 (when the CERT was established by the U.S.
Defense Advanced Research Projects Agency) and 2003 are shown below. They forcefully
illustrate the rise in security threats against the Internet and its services and the evident
increased dependency on the Internet by consumers and businesses.

3

http://www.cert.org/meet_cert/meetcertcc.html, http://www.cert.org/stats/cert_stats.html. Readers of this white paper are
encouraged to visit http://www.cert.org/ for additional information concerning incidence and mitigation of vulnerability in the
Internet and its computing resources.
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Table 2: Number of industry incidents reported
1988-1989
Year
1988
Incidents
6

1989
132

1990-1999
Year
1990
Incidents
252

1991
406

2000-2003
Year
2000
Incidents 21,756

1992
773

2001
52,658

1993
1,334

2002
82,094

1994
2,340

1995
2,412

1996
2,573

1997
2,134

1998
3,734

1999
9,859

1Q-3Q 2003
114,855

Total incidents reported (1988-3Q 2003): 297,318
Please note that an incident may involve one site or hundreds (or even thousands) of sites. Also,
some incidents may involve ongoing activity for long periods of time.
The number of security incidents in the industry doubled roughly annually until 1994, leveled
off for a time and began nearly doubling again in 1998, and is on track to do so again in 2003.
Table 3: Vulnerabilities reported industry wide
1995-1999
Year
Vulnerabilities

1995
171

1996
345

1997
311

1998
262

1999
417

2000-2003
Year
2000
Vulnerabilities 1,090

2001
2,437

2002
4,129

1Q-3Q 2003
2,982

Total vulnerabilities reported (1995-3Q 2003): 12,144
Surprisingly, the number of vulnerabilities reported (Table 3), while showing a similar growth
curve, appears to level off at about 4,000/year. Of course, that is a very substantial number
of vulnerabilities—more than 10 identified per day.
The security alert statistics (Table 4) are harder to assess for trending since new types of
reports were introduced starting in 1994, but the totals vary considerably. This suggests that the
reporting rates for incidents may reflect the continued spread of Internet use more than an
absolute increase in distinct types of attacks and/or vulnerabilities. The significance of the higher
reporting figures is the clear implied increase in dependence on the operation of the Internet by
an increasingly large and significant portion of the business and consumer communities.
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Table 4: Security alerts published industry wide
1988-1989
Year
Advisories
Vendor Bulletins
Summaries
Totals

1988
1

1989
7

1

7

1990-1999
Year
1990 1991 1992 1993 1994 1995 1996 1997 1998 1999
Advisories
12
23
21
19
15
18
27
28
13
17
Vendor Bulletins
2
10
20
16
13
Summaries
3
6
6
8
5
Totals
12
23
21
19
17
31
53
50
34
22
2000-2003
Year
Advisories
Summaries
Totals

2000
22
4
26

2001
37
4
41

2002
37
4
41

1Q-3Q 2003
25
3
28

Total security alerts published (1988-3Q 2003): 426
These vulnerabilities make consumer computers an important target for hacking. These
inexpensive and powerful computers, often connected to high-speed DSL or cable modem
Internet service, can become elements of distributed denial of service attacks. For relatively
naive users, it is as if they have left the keys in the car with the garage door open, vulnerable
to joy riders or others who simply take the car and use it as they wish. In some cases, these
machines may be used for such attacks while the consumers are still using them—it is as if
you are asleep in the back seat while the thief steals the car!
Similarly, this vigilance must be extended to every workstation or laptop within the enterprise.
The particular computer may not be the one that holds the research plans, financial projections,
or confidential human resources materials, but it can be the mole in the system and provide a
foundation for further denial of service attacks. These “deep cover” exploits may simply listen to
the user, record keystrokes and traffic on the office LAN, and then send them outside to serve as
a basis for further exploitation.
3.2. Unsolicited Commercial E-mail, a.k.a Spam
E-mail has become a critical business communications method, and, as such, the impact of
unsolicited commercial e-mail (UCE) can have a large impact on the enterprise as it attempts
to sort out its critical communications from the rest. UCE, perhaps more commonly known as
“spam,” brings additional costs to the enterprise in the forms of additional bandwidth, storage,
and computation required to deal with the unsolicited material. The Radicati Group estimates that
roughly 24 percent of the corporate e-mail traffic in 2003, nearly 7 billion messages a day, can be
categorized as spam! At MCI, our spam filtering software filters up to 2 million messages a day
targeted at our employees.
Moreover, spam has a productivity impact as individual employees must sort through and
delete the material. According to a report from the Pew Internet and American Life Project,
70 percent of e-mail users say that spam had made being online annoying or unpleasant.
Additionally, 33 percent of e-mail users worry that spam is hindering legitimate communication
because e-mail from co-workers, friends, and relatives is getting lost. Fifty percent of e-mail
users said that spam had made them less trusting of e-mail in general, and 25 percent said
they had reduced their use of e-mail because of spam.

6

White Paper

3.3. Denial of Service Attacks
A denial of service (DoS) attack is an incident in which an enterprise is deprived of the services
of a resource they would normally expect to have. Typically, the loss of service is the inability of
a particular network service, such as a Web server, Domain Name server, or e-mail server to
accommodate normal user requests. As the network becomes more important and relevant to the
business, if a business’ network is unavailable due to denial of service attacks, whether targeted
to the network or from the network, that business loses revenue. Minimizing the loss of revenue
in these tighter times is critical to maintaining profit margin and business viability.
A distributed denial of service (DDoS) attack is one where there is a coordinated attack from
many sources. These attacks, in particular, can be very difficult to prevent, as they can look like
normal traffic sources, only in much larger volumes and frequently require the assistance from
the service provider to mitigate. MCI sees these attacks on a regular basis, and works with its
customers to help mitigate the problems from DoS and DDoS attacks.
Every business should first determine if the network is a critical piece of their business
strategy, and then determine if the network depends on external services. Decisions should
be made about the ability to remove external access to the network resource in question in times
of trouble. One viable solution for dealing with denial of service attacks targeted at the business
is to remove access to the resources. Other prudent actions include: a close relationship with the
Internet service provider, understanding of the ISP’s capabilities with respect to DoS attack
mitigation, and preparation of emergency actions in case there is an incident. For externally
targeted attacks, however, a quick and concise internal incident handling procedure should exist.
3.4. The Evolving Threat
In its presentation on trends in vulnerability and attack sophistication, the CERT/CC underscores
the stunning increase in toolkits for discovering and exploiting vulnerabilities, while, at the same
time, the level of sophistication of the attackers has decreased dramatically. In effect, the
sophisticated hackers are producing tools that are readily usable by far less knowledgeable
attackers, the so-called “script kiddies.” Through these tools, in essence, everyone has become
an expert.
The capabilities of attackers have increased notably just in the last six years, from 1997 to
the present. Tools have advanced from scanning tools that discover computers with unpatched
vulnerabilities to mechanisms for automatic compromising of machines, propagation of worms,
viruses and Trojan horses, to sophisticated command and control capabilities harnessing tens of
thousands of computers including home users’ machines.
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Figure 1 - Attack Sophistication vs. Intruder Knowledge4

Additionally, business requirements are evolving such that access may not be just at a corporate
office, but also at home, or, increasingly the “third place,” such as a hotel, a coffee shop, an
airport lounge, or anywhere in between. These remote users create a large productivity gain
for the enterprise, but represent a new challenge for a security model where all corporate
communications would flow through a central system.
This decentralization of network edges requires a more complete view of security. It is no
longer possible to utilize a “hard crunchy shell and soft chewy center.”5 In addition to securing
the perimeter, authentication and authorization must be extended to every network-accessible
resource. Additionally, transactions must provide non-repudiation, commonly through strong
encryption, so that they cannot be replayed at a later date using a “man in the middle” attack.
The “bad guys” continue to evolve and present an ever-changing threat. The nature of the
beast is one of change and that you never know the source of the next threat. Continuously
adapting to threats represents a considerable challenge for the enterprise.
4. The Layered Internet and the Nature of Vulnerability
If there is any one characteristic that describes the Internet’s architecture and the architecture of
the devices and systems it interconnects, it is layering. The protocols used in the Internet are built
in layers. The software used in the computers, personal digital assistants, and Internet-enabled
devices is also layered since typical operating systems are structured around a kernel that
manages the basic memory and input/output resources of the device, and a layer of utility
functions that are used by an outer layer of applications.
The consequence of this layered architecture is that vulnerabilities are potentially found in each
layer of protocol or software. This also suggests that security measures must be taken at more
than one layer to have effect. This might best be illustrated with a simple example. It is common

4
5

http://www.cert.org/present/cert-overview-trends/module-2.pdf, chart 18
RFC1636. http://www.faqs.org/rfcs/rfc1636.html
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to introduce encryption methods to secure the confidentiality of communication. One might go
to the trouble of encrypting traffic between pairs of Internet computers by using the IPSec6
protocol protecting this traffic as it is transmitted across the Internet. If this happened to be an
e-mail transmission carrying an attachment, the entire transmission would be protected against
exposure and presumably modification. The resulting message is received, decrypted at the
receiving host computer and the attachment extracted. If the attachment happens to contain
a virus, the encryption will do nothing to protect the recipient, since the sender, prior to taking
the encrypting security measure, put the virus in place.
Recognition that security measures must be taken at several layers of the Internet and host
computer architecture is simply a reflection of a well-known security principle sometimes called
“defense in depth.” One simply puts in place many distinct barriers against intrusion,
modification, denial of service or other security disruption, thereby greatly increasing the degree
of difficulty for the opponent.
Another simple but graphic example of the dangers of linear thinking is found in the account
given by Gallaudet University of the attack of the Blaster worm (W32/Blaster) and later the
Welchia worm (W32/Nachi or WORM_MS_BLAST.D).7 The Blaster worm propagated rapidly
throughout the Internet, exploiting a vulnerability in the Microsoft Remote Procedure Call protocol.
Ironically, an attempt to release the supposedly benign Welchia worm had almost as much
negative impact as the original disease. Welchia exploited the same vulnerabilities as Blaster,
but tried to patch the software when it found a computer that had not yet been fixed. Its vigorous
propagation created its own denial of service attack on hosts of the Internet!
Gallaudet’s Information Technology team put in place filters in the firewalls connecting
Gallaudet’s internal network to the Internet. While these filters protected against propagation
of the worms from outside the school, students brought copies of the worms onto the campus
in infected machines and the worms propagated inside the firewalls. Ultimately, the Gallaudet
team found a way to disable each individual Ethernet port that had an infected machine attached.
Protection for wireless access was harder because a single wired Access Point might support
a number of wireless users. Detecting infected machines on the wireless LAN and individually
denying them access to the internal Gallaudet network resolved that problem. Plainly, it is not
enough to think about protecting the interior from attack through the firewalls when authorized
users can infect others from the inside.
A stark illustration of the layered threat is found in a report of a serious vulnerability in many
versions of the Cisco router IOS Software (the operating system)8:
“Cisco routers are configured to process and accept Internet protocol version 4 (IPv4) packets by
default. IPv4 packets handled by the processor on a Cisco IOS device with protocol types of 53
(SWIPE), 55 (IP Mobility), or 77 (Sun ND), all with Time-to-Live (TTL) values of 1 or 0, and 103 PIM
(Protocol Independent Multicast) with any TTL value, may force the device to incorrectly flag the
input queue on an interface as full. A full input queue will stop the device from processing inbound
traffic on that interface and may result in routing protocols dropping due to dead timers.”
This is quite a severe vulnerability and easy to exploit remotely to render a router unusable,
repeatedly, until the bad software is patched. It is inescapable that the complex software found
in routers, switches, personal computers, personal digital assistants, mainframe computers, and,
increasingly, in various appliances, will continue to exhibit vulnerabilities brought on by mistakes
in programming. Discovering and repairing these problems is easily a full-time job.
The CERT/CC9 illustrates this point with a simple calculation10: In 2002, 5,500 vulnerabilities
were reported. At 20 minutes each, it takes 229 eight-hour days just to read them. Assuming only
10 percent apply to a particular site administrator, there would be 550 patches to install. At one
hour per patch, another 69 days would be consumed. That is 298 days just for one site and one
system. It is no wonder that automatic patch management has become an important objective
for many large-scale system operators, including MCI.
There are literally thousands of examples of such vulnerabilities, and associated with each are
scores of stories of mitigation, trial, and tribulation. Where can users turn for help? In addition to
6
7
8
9

S. Kent (BBN Corp), R. Atkinson (@Home Network), Security Architecture for the Internet Protocol, RFC 2401, November 1998
Board of Directors meeting, Oct 14-15, 2004, Institutional Affairs Committee
http://www.cisco.com/warp/public/707/cisco-sa-20030717-blocked.shtml
Computer Emergency Response Team - Coordination Center (CERT-CC), a U.S federally funded research and development center
operated by Carnegie Mellon University.
10 http://www.cert.org/present/cert-overview-trends/module-2.pdf
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the CERT/CC already mentioned, users may expect some protection from some of these
vulnerabilities from their Internet service providers, such as MCI, and from virus and worm
filtering software resident in host computers.

5. Security Capabilities and Practices
5.1. Security Landscape
Like its customers, MCI is heavily dependent on the computing and communication services it
provides. While its operation as a global broad-spectrum telecommunications and Internet service
provider places added emphasis on concerns for the security and availability of its internal
infrastructure, these concerns mirror those of any large corporate enterprise and many smaller
ones. In this section, we will explore many of the concerns and practices that MCI has found
relevant, as a surrogate for those that are of importance to any enterprise.
MCI has found it beneficial to work closely with industry security organizations such as CERT,
SANS11, and ISC12. MCI also has representatives that work closely on cyber crime and network
security issues with various governmental organizations, including the National Coordinating
Center, the Network Security Information Exchange, and the Department of Homeland Security.
These relationships function as a two-way street, allowing MCI to contribute to security mitigation
and remediation issues, as well as stay abreast of current threats.
MCI has found it prudent to take many steps to defend and protect itself and its customers
from evolving security threats. We continue to proactively harden our networks, servers and
personal computers, and to take pre-emptive measures in an effort to mitigate the risks of a
security event. These security measures are defined by the company’s Standards for Internal
Controls, and the supporting Minimum Security Baseline (“MSB”) Policies and Practices, and
generally follow industry-accepted guidelines found within resources such as the ISO 1779913;
“Code of Practice for Information Security Management”; NIST14 Special (Security) Publications,
and NRIC15 Best Practices.
Recognizing that no security is absolute, MCI’s security practices are designed to:
1. Minimize the probability of a risk event from occurring
2. Minimize the severity of a risk event when one does occur
3. Achieve the above while minimizing the impact to our customers and the core business
5.2. Security Infrastructure
Security administration within MCI is decentralized, based on business and operational
requirements. MCI’s Enterprise Security Task Force (ESTF) provides the means for matrixmanaging many of the cross-functional and cross-organizational security issues impacting
the enterprise. It has been especially effective in providing a forum for addressing decentralized
security issues in a unified fashion, as well as helping to shape MCI’s standards-based security
policies and practices. The mission of the ESTF is to review, develop, and publish security
standards and guidelines (the Minimum Security Baseline Policies and Practices) and to
promote employee security awareness and compliance for the protection of MCI people,
systems, and critical information assets.
5.3. Incident Response
MCI’s Network Security Incident Response Team (NSIRT) has responsibility for responding to
internal security incidents across the company. The NSIRT comprises technical and security
experts company-wide.
During the response process, incidents may be reported to customers, government authorities,
and the media, as appropriate based on the scope and nature of the incident. The NSIRT will
leverage the corporate communications resources to ensure complete communications.
In addition, the NSIRT and other MCI organizations work closely with MCI’s Business
Continuity and Emergency Management group to the extent necessary to implement MCI’s
disaster recovery plans.
11
12
13
14
15

SANS (SysAdmin, Audit, Network, Security) Institute
ISC (Internet Storm Center)
International Organization for Standards (ISO) - ISO 17799 is based on the British Standard (BS) 7799.
NIST (National Institute of Standards and Technology)
NRIC (Network Reliability & Interoperability Council) NRIC is an advisory council which makes recommendations to the FCC and to
industry on topics concerning public telecommunications networks.
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5.4. Recovery and Remediation
Personnel involved in responding to and remedying an internal security incident must capture
and safeguard as much audit detail as possible for use as evidence in the follow-up investigation.
Depending on the severity of the incident, and the follow-up incident response, investigation and
resolution may include cross-organizational security resources from a variety of groups including
security operations, domestic and international network operations, customer service/delivery,
network engineering, legal, and in some cases network architecture. MCI’s response to customeraffecting security incidents also draws upon the sales account teams and customer technical or
operational points of contact to assure coordination of actions needed to mitigate the problem.
5.5. Tiered Defense Strategy
In addition to the more traditional firewall/policy, education, compliance management
components of security, internally MCI uses a tiered or multi-layered security defense strategy
that eliminates single-point-of-failure and reliance on single-technology vendors. An example
of the tiered strategy is best exemplified in the company’s tiered malicious code strategy,
which includes:
1. Deployment of filtering software at the e-mail gateways and relays.
2. Software at the desktop, which is further supported by automated configuration and signature
file updates.
3. Deployment of signature-based intrusion detection systems.
4. Deployment of systems into the network on relatively exposed network segments where
malicious code can more readily target these systems during the early phases of new or
undefined outbreaks. Also known as “honey pot” technology, these tools are designed and
deployed for early detection and response to network worms and other specified network-level
malicious code.
5.6. Security Testing, Monitoring, and Auditing
MCI’s Network Security group engages in a number of activities to proactively test the security
of the MCI network. Examples of such activities include:
1. Scanning MCI’s internal IP address ranges for vulnerabilities periodically and targeting critical
systems and network elements most frequently.
2. Monitoring access control lists (ACLs) and firewall rule lists from critical routers in our
“demilitarized zone (DMZ)” every hour to ensure device integrity.
3. Auditing systems to closely scrutinize remote access to, and unusual data patterns within,
our internal systems, the network backbone, and our managed customers’ systems. More
specifically, some of these auditing tasks include:
a. Auditing and validating security rules on critical backbone routers.
b. Parsing and analyzing in real-time firewall log messages from firewalls on backbone routers
that protect the routers themselves.
c. Automating attack responses; processing millions of external security events per day such
as network/host scans. The automatic responses identify network owners of the attacking
systems and send notification back to the network owner. This data is also analyzed for any
indication of DDoS or other unusual network activity via a fully automated program that runs
hourly with automated notifications and alerts to security experts. Information is routinely
shared with the U.S. National Coordination Center (NCC).
4. Mitigating DOS attacks for customers by experienced teams that are on-call at all times using
industry leading techniques and experience; tools include Blackhole Route Server and ICMP
Backscatter Traceback.
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5.7. Defense Against Cyber Attacks
Our Internet Cyber Security team is on call at all hours to mitigate cyber disruptions due to
denial of service attacks, worms, and other malicious traffic. We have recently been recognized
for Security Leadership by several organizations including the SANS (SysAdmin, Audit, Network,
Security) Institute16 and NANOG (North American Network Operators Group).
Using techniques developed by our cyber security team we have been able to stop quickly
and/or track malicious traffic across our network in a matter of minutes. Our techniques
(Blackhole Route Server and ICMP Backscatter Traceback) have been widely published and
adopted as best practices by the industry17. By using these techniques, damaging traffic is
shunted at the ingress point of the network, preventing impact on our transit network, and
subsequently, our customers’ systems. These techniques also allow for us to quickly trace back
an attack to the adjacent autonomous system from which the attack entered our network, aiding
in the discovery of the source.
MCI also can filter our transit backbone, in extreme situations, to prevent the proliferation of
worms and protocol exploits, and to mitigate the effects of these attacks on our internal systems
and those of our customers.
5.8. Compliance Management
Compliance management consists of taking content from vulnerability scanning and intrusion
detection, and using the results to identify vulnerabilities (primarily patch, open port, and other
security configuration issues) for administrator remediation. Compliance management is currently
split between multiple levels of technology to detect, filter, and report security exposures and/or
events, and human analysis. Technology helps classify events, but functions more as a decisionmaking support system for the subjective human intuition that remains the most reliable tool when
analyzing and remediating security events.
5.9. Enforcement of Our Acceptable Use Policy
MCI’s Acceptable Use Policy (AUP) is designed to provide our customers with maximum flexibility
while ensuring that the use of MCI’s network is consistent with appropriate legal and technical
requirements18. MCI uses an internal Internet abuse investigations team to protect MCI’s internal
systems and those of our customers through enforcement of an AUP that includes the following
conditions:
1. MCI’s network may only be used only for lawful purposes.
2. Sending unsolicited commercial postings (a.k.a “spam”) to Internet newsgroups is prohibited.
3. Sending unsolicited e-mail messages is prohibited.
One can easily imagine that any enterprise might adopt similar policies for its enterprisewide networks.
MCI seeks to enforce system and network security by:
1. Blocking unauthorized access to—or use of—data, systems, or networks
2. Blocking unauthorized monitoring of data or traffic
3. Preventing/stopping interference with service to users, hosts, or networks
(e.g. DoS attacks)
4. Preventing/stopping forged e-mail headers and newsgroup postings
MCI works with various federal and local law enforcement agencies to ensure that our
backbone is used only for lawful purposes, providing information (via subpoena) to prosecute
such crimes as fraud, harassment, terrorism, drug trafficking, and child pornography. The Internet
abuse team processes nearly half-a-million abuse complaints per month. The vast majority of
these are complaints against unsolicited commercial e-mail and abuse of other Internet services
such as Usenet newsgroups. In addition to freeing up bandwidth for legitimate traffic, shutting off

16 http://www.sans.org/press/ISLA.php. We were recognized on July 22nd, 2003, for the Security Team with the ‘Most Rapid and Effective
Action to Stop Damage from an Internet Worm’.
17 For access to white papers addressing these industry-leading techniques, please refer to the following URL: http://www.secup.org/.
18 http://global.mci.com/terms/a_u_p/.
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violators saves us and our customers’ time, money, and energy by reducing the amount of
unsolicited commercial e-mail they have to deal with. In addition, strong enforcement of MCI’s
anti-spam AUP requirement protects customers with smaller links (i.e., a T1 customer). For those
customers, a large volume of spam can constitute a denial of service attack. By continuously
working to prevent spammers from abusing our network, we provide our customers with a richer
and more robust service.
5.10. Employee Security Awareness Program
MCI’s Enterprise Security Task Force (ESTF) oversees an ongoing employee security awareness
program. This program is aimed at educating all employees about good security practices.
The program delivers targeted messages on specific subjects to employees through monthly
e-mails, paycheck inserts, and information posted on login screens to internal MCI Web sites
and at various locations throughout MCI facilities. The ESTF is continually updating and evolving
its security message to MCI employees. Past messages have included such topics as proper
creation and protection of passwords, avoiding unsafe online activities, the importance of upto-date anti-virus protection, and how to identify and respond to social engineering efforts to
extract confidential information about our systems that could be used to penetrate their security.
5.11. Best in Class Security Products and Services
The Security Operations Center (SOC) is a fully staffed team dedicated at all hours to the
development, deployment, and support of managed and non-managed security solutions.
The SOC supports several thousand firewall devices in 21 countries and provides security
solutions for many of the Fortune 500 companies. Security products supported by the SOC
include managed firewalls, intrusion detection systems, strong authentication systems, URL
filtering products, and VPN devices. We team-up with vendors that are market leaders to
ensure that we have the best-in-class solution for ourselves and for our customers.
The managed security service includes design, implementation, and continuous monitoring
of the firewall solutions for any system problems or attempted attacks. Multiple methods of
monitoring are used for resilience and redundancy. Tools automatically contact the SOC staff
when a potential issue is detected. If a problem needs immediate attention, our systems will
alarm and escalate to management via automated paging. Service level (technical) and customer
service statistics are constantly monitored for quality. Most managed security products come
with service level agreements to ensure product quality and customer satisfaction.

6. Business Continuity and Emergency Management
In today’s real-time, global business environment, a company’s ability to anticipate and quickly
recover from a disaster while continuing operations is critical to its success. This is particularly
important for companies like MCI that use and offer critical communications infrastructure
services. These requirements dictate a high priority for maintaining network integrity and
preparing for the unexpected, both with respect to internal systems and networks and those
MCI operates for its customers.
MCI’s network is designed for self-healing corrective measures. However, should
unforeseeable service interruptions occur, MCI has adopted business continuity procedures to
ensure dependable internal service and continuity of service to our customers. Understandably,
the company places the highest priority on maintaining the safety of our employees and the
integrity of our systems.
MCI’s strategic plans are designed to incorporate proactive measures that minimize service
interruptions. The company is equally prepared to react quickly to a variety of events such as
large-scale power outages, key mechanical and electronic or optical component failures,
incidents involving hazardous materials or conditions and natural disasters, terrorist attacks,
and cyber crimes.
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In addition to preventative measures implemented to ensure network integrity, MCI maintains
an industry-leading, in-house, environmental response team for those times when disasters strike.
MERIT (Major Emergency Response Incident Team) is specially trained for rapid deployment to
deal with hazardous materials, natural disasters, and other situations that could cause lengthy
service disruptions to MCI network systems. These specialist teams are made up of employees
who voluntarily take the same training and use the same equipment that is in regular use by
traditional first responders (fire, police, and emergency medical teams). MCI has learned from
experience that in an emergency involving hazardous material, the other first responders are not
going to loan their equipment to third parties. Rule number one: bring your own gear!
By implementing this comprehensive approach to business continuance, MCI has sought to
ensure its ability to operate through—or recover quickly from—a wide range of potentially servicedisrupting conditions.
6.1. Business Continuity Teams
In the Americas, Europe, Middle East, Africa and Asia/Pacific Rim, MCI uses business continuity
and emergency management teams to plan, manage, prepare, and coordinate action plans to
respond to all kinds of service disruption, whether a natural disaster or a man-made failure. The
Americas team also trains for hazardous materials response as mentioned above.
Business units within MCI develop their business continuity programs in compliance with the
policies contained in the Corporate Business Continuity Program Policy. MCI’s business
continuity programs involve several areas; business impact analysis, mitigation, preparedness,
response, recovery, restoration, program maintenance, and documentation.
All MCI business units are responsible for developing, maintaining, and testing their business
continuity plans. Business continuity plans include the strategies, actions, and procedures
required to resume critical and time-sensitive business operations. The plans are designed to
address short-term and long-term business interruptions resulting from natural or man-made
events.
6.2. Business Impact Analysis
A business impact analysis (BIA) provides the basis on which MCI constructs its business
continuity plans. This analysis determines the financial exposures and operational impacts
resulting from potential major disruptions of service. It will provide the business unit with:
1. Identification of critical and time-sensitive business operations and services
2. An analysis of the company’s financial exposures and operational impacts resulting from
service disruption
3. The time frames in which critical and time-sensitive operations, processes and functions
must resume
4. An estimate of the resources necessary for successful recovery and restoration
MCI business units conduct a BIA at the commencement of their business continuity program,
prior to plan development, and on an annual basis.
6.3. Mitigation Strategy and Preparedness
MCI’s mitigation strategy involves the steps taken to either fully prevent or reduce the impact of a
business interruption on business operations. Mitigation is the preferred solution to a known risk.
Preparedness is a critical element to continuity planning and involves the activities, programs and
systems developed prior to a business interruption that are used to support and enhance
mitigation of, response to, recovery of, and restoration of business operations. Elements of
preparedness include:
1. Communication
2. Education and training
3. Evacuation plans
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4. Resource inventories
5. Offsite back-up and storage of critical information
6. Annual exercises/drills
6.4. Plan Activation
Plan activation covers the immediate steps taken to commence a business unit’s response to
scheduled or unscheduled business interruption.
6.5. Response and Recovery Strategy
A response strategy identifies procedures for:
1. Defining the actions to be taken during emergency events to safeguard human life and protect
MCI assets
2. Reacting to a business interruption caused by an emergency situation
A recovery strategy identifies procedures for:
1. Facilitating and supporting the short-term recovery of critical and time-sensitive business
processes
2. Establishing and organizing a command post for recovery operations
3. Mobilizing and activating human and material resources necessary to facilitate and support the
recovery process
4. Notifying and appraising critical and time-sensitive product/service recovery team leaders of
the situation
5. Alerting employees, key operational vendors, and other internal and external individuals and
organizations
6.6. Restoration Strategy
A restoration strategy identifies procedures for:
1. Facilitating and supporting the long-term restoration of critical and time-sensitive business
processes
2. Facilitating the relocation or migration of business operations to a new or repaired facility
3. Mobilizing operations, support, and department relocation or migration, and managing the
relocation/migration effort as well as performing employee, key operational vendor, and
customer notification before, during, and after relocation or migration
6.7. Plan Maintenance
Plan maintenance methods include conducting a review of the plan as a part of the annual
operating plan (budget) cycle each year or when there are significant changes to the operation of
the business or the organization. Updating the plan should also take place, based on the results
of exercises, drills, testing, and changes to team membership, skills, and assignments.
6.8. Certification
All MCI business continuity plans go through a certification process. Certification is obtained
through testing, and compliance with applicable MCI corporate, regulatory, and industry policies
and standards. This practice is intended to assure that all business continuity plans exhibit a
similar level of quality and effectiveness.
6.9. Documentation
At a minimum, business continuity plans must include:
1. A statement of the specific responsibilities of management, staff, special teams, and key
operational vendors
2. The results of the annual business impact analysis
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3. The most current business continuity plan, testing schedule, the results of the most recent test
for all plan components, and the status of corrective actions
4. Procedures to activate and execute the response, recovery, and restoration portions of the plan
5. The location of vital equipment, tools, assets, data, and records required to execute the
business continuity plan
6.10. Emergency Management
Natural and man-made events that service providers cannot control have the potential to
adversely affect computing and communication services. These events may contribute to,
but generally do not constitute a disaster that requires the full implementation, response,
and deployment of various MCI incident management teams.
MCI uses an Incident Management System (IMS), along with the concept of Emergency
Coordinating Centers, to improve its control in emergency situations. This process provides a
structure that allows for an effective response to any size incident, and maintains flexibility that
accommodates those incidents that may escalate in size or impact. IMS allows all supporting
departments to communicate in a structured manner within MCI as well as with local, state, and
federal authorities should circumstances require that MCI responders interact with the relevant
agencies. When faced with the immediate demands of an emergency event, it is essential to
have predefined processes in place to acquire and deploy the resources needed to overcome
obstacles and ensure a successful event resolution.
The Incident Management System includes:
1. An Incident Commander, who oversees the operations, planning, logistics, and financial
administration of any situation.
2. A dynamic structure with flexibility that allows management of events from minor incidents
to global catastrophes, effective for physical network situations, logical “cyber” events, and
situations that may impact other business operations.
3. An execution method that is not reliant upon any single organization, network platform, product
offering, or geographically specific area.
4. An interactive network of Emergency Communications Centers (ECC) and Emergency
Response Teams (ERT).
5. Interfaces to public emergency response agencies.
The procedures contained in this document reflect MCI’s general procedures for responding to
a sudden and unforeseen natural or man-made event that disrupts MCI’s ability to use or provide
computer and communication services within a specific geographic service area. In the event of a
disaster that affects the ability of MCI to provide communications services to its subscriber base,
the senior member of the affected facility makes an initial determination of the severity of the
emergency and reports the assessment directly to a Global Event Network Management Center
that has processes in place to activate emergency operations procedures.
6.11. Activation of Incident Management System
Any MCI employee can identify a situation that appears to require full or partial implementation
of this plan. This individual will then immediately notify the next level of management, their
pre-designated alternate, or the highest-ranking site executive immediately available with
responsibilities for that specific geographical area. As soon as first notifications are complete,
immediate establishment of a local incident commander would occur.
At this point, the local incident commander would inform the Global Event Network
Management Center of the situation, and should provide the following information:
1. Terrorist activity, computer/network virus, earthquake, hurricane, etc.
2. Identify any known injuries or hazards to employees or others. If hazardous material
is involved, then supply all applicable information as required on the environmental
incident report.

16

White Paper

3. The impact on the network and the subscriber base. It is helpful to be able to provide type
of network impacted, number of lines, or a percentage of the total local capacity to assist in
assessment of the impact to the overall network.
4. The effect of the disaster on the installed mechanical and electronic equipment.
5. An estimate of the internal resources and time required restoring services.
6. A quick identification of external resources or other support needed.
7. Impact of the disaster on the infrastructure external to MCI, for example roads, airport,
power company, competitors, and interconnecting carriers.
Depending on the size and scope of the event (local, national or global), either a Local Emergency
Coordinating Center or the National Emergency Coordinating Center will be activated. Once
established, these Emergency Coordinating Centers (ECCs) become the communication “hubs”
during an incident. Various communication “bridges” (i.e. conference calls) are essential to the
flow of information and are established immediately according to the plan.
Appropriate customer service and public relations contacts are immediately notified of any
business interruption affecting MCI and its customers. In the event of a major incident affecting
MCI customers, the network or a facility, MCI will coordinate closely with local, state, and federal
emergency services or government personnel to communicate appropriate information.
Coordination occurs through a variety of channels including, but not limited to, toll-free customer
service lines, public Web sites, customer account teams, and the media, as appropriate. MCI also
works with the National Coordination Center (NCC), in the event federal facilities or services are
affected, or in the event a federal response is needed.

7. Best Common Practices
Companies that depend on computing and communication services for their day-to-day operation
are faced with myriad new challenges in the form of software vulnerabilities exacerbated by
various forms of remote attacks. To make matters worse, the increasing use of Trojan horse
software that permits the remote control of thousands or tens of thousands of networked
computers adds to the threat. The rapid infusion of computer equipment in residential settings,
including very powerful video game playing equipment that is also Internet-enabled, together with
“always on” broadband services such as DSL or video cable modem service, creates the raw
material for high-powered distributed denial of service attacks. What makes these so pernicious
is that they do not require that a large amount of traffic be originated from any one machine. This
makes the source of the attack much harder to identify and identification of its control even more
difficult.
MCI utilizes a defense-in-depth strategy that incorporates a multi-tiered approach to security
at each of these levels:
•
•
•
•
•
•
•
•
•

Firewalls
Network segmentation
Authentication and authorization
Encryption of authentication information
Non-repudiation of transactions
Audit trails
Intrusion detection
Honey pots
Incident response

In addition to paying increasing attention to vulnerability mitigation through patch application
and close attention to the configuration of firewalls, businesses also need to assess the degree to
which their telecommunications service providers can act in partnership to detect and mitigate a
variety of attacks ranging from e-mail spamming to denial of service. Whether by outsourcing
some functions, such as e-mail, to take advantage of economies of scale and sharing of the cost
of resilience through redundancy or by working with service providers to ensure continuity of
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connectivity through physical diversity, it seems advisable that businesses view
telecommunications service providers as partners in mitigating risks. Devising business continuity
plans in concert with telecommunications service providers offers the opportunity to evaluate
quantitatively different recovery plans and designs.
Constant vigilance and strong bilateral communication with the network and computing
security community is vital if any business is to maintain the preparedness levels it will need to
ensure response to hostile or merely disastrous events. What is desired is a corporate business
continuity plan that is well matched to that provided by the telecommunication service provider.
These concepts become even more vividly appropriate as businesses begin to make use of
grid computing19 and Web services20 concepts. In these technologies, computing, storage and
communications become virtual resources to be commanded as needed in the quantity required
and at the times needed. The success of these technologies may well allow businesses to achieve
significant degrees of operational efficiency and redundancy at modest cost. Essentially, a
business acquires the computing, storage, and networking capacity needed for normal day-today requirements and buys excess capacity of all kinds from service providers who make these
“products” available through standard interfaces and protocols. The suppliers of the grid services
are enabled, through aggregation, to provide lower cost recovery assets, making the cost of
recovery and use of “surge capacity” far more efficient than it would otherwise be. The mutual
interest of customer and supplier is quite clear.
It should also be clear that disaster recovery and business continuity planning are vital
practices that should become a part of any company’s normal business planning activity.
MCI has also found that educating its workforce about the vulnerabilities of software and
what can be done about it has a significant payoff. In addition to setting employee expectations
as to procedures and practices, it also creates a defensive network of eyes and ears that can,
at need, report a range of events, symptoms and observations helpful to identifying existing
or potential threats to the integrity of a company’s information technology infrastructure.
Security is a task that is never done. Threats and vulnerabilities change. Requirements change.
Positioning a business to mitigate security risks requires determined attention to “cyber hygiene”
and regular analysis of risk factors to the corporate enterprise arising out of increasing
dependence on computing and communication resources.

8. MCI Solutions
Today, security is at the top of everyone’s agenda. At MCI, it’s been there since our inception.
Security is not an afterthought at MCI—it is part of everything we do. The networks operated
by MCI provide high levels of performance and security. MCI maintains information protection
by combining many layers of security, including physical, perimeter, host-based, personnel,
and procedural security.
The security of MCI’s network is critical to both MCI and its customers, and MCI’s Information
Security Group, which operates our Security Operations Center (the SOC), is focused on
maintaining that security. MCI’s security staff includes engineers with extensive backgrounds
in computer security policy and implementation.
As a result of the good work done by the SOC, MCI received top honors from the SANS
(SysAdmin, Audit, Network, Security) Institute for its superior performance in protecting the
company’s IP network and for quickly responding to and resolving customers’ IP network
security incidents and threats. The SANS Institute, which awards innovative and resourceful
companies for their extraordinary leadership in the network security field, presented MCI with
two Information Security Leadership Awards in the Internet Service Provider (ISP) category:
the “Award for Leadership in Mitigating Denial of Service Attacks” for its proactive efforts in
developing new techniques to identify and block DDOS attacks against its customers, and
the “Award for Leadership in Rapid Response to Worm Activity” for its security team’s work
in decoding and halting the CodeRed and SQLSlammer worms.

19 http://www.globus.org/
20 http://www.w3.org/2002/ws/
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8.1. MCI Product Roadmap
Today, MCI offers in 21 countries a managed firewall service that leverages the principles
outlined above.
Additionally, MCI offers a range of continuity bundles to solve the enterprise business
continuity problems, including geographically diverse and internally redundant data centers,
firewalls, IP VPNs, local and global load balancing, and remote back-up service.

Overall, MCI has or is working on a complete range of customer-focused security services that
offer secure denial of service protection, firewalls, intrusion detection, vulnerability assessments,
and more.

9. Conclusion
This paper has provided an overview of the security threats inherent in a networked world.
More importantly, we have detailed the security measures employed by MCI to meet these
threats. We have developed a security infrastructure that penetrates not only the complex,
layered topography of today’s networks, but also the cross-functional, cross-organizational
security issues impacting the enterprise. This “defense in depth” is the basis for any thorough
security apparatus, whether for a provider or an end-user. Our close associations and work with
and for the pre-eminent network security organizations keeps our enterprise and solutions at the
forefront of the ever-evolving security landscape.
Additionally, this paper has outlined how MCI approaches business continuity which includes
business impact analysis, mitigation, preparedness, response, recovery, restoration, program
maintenance, and documentation. These processes are continuously updated and help ensure
our services a high degree of availability.
At MCI, we build security and survivability into everything we do. It’s part of our mission to
provide the highest quality services to our tens of thousands of customers across the globe.
Our real-world-tested expertise is why we’ve been able to set high security standards. Armed
with the security information and business continuity information provided here, any enterprise
can stay ahead of potential security breaches and help ensure business survivability through a
broad range of threats.
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10. Glossary
10.1. National Emergency Coordinating Center (NECC)
The NECC supports MCI’s U.S. domestic operations in the event of a critical business interruption
that exceeds the resource capabilities of a LECC. The NECC is designed to enhance decisionmaking, communication, coordination, resource allocation, and collaboration between member
organizations. The center becomes the main focal point for communications from executive
management, as well as providing a forum for team status and event progression.
10.2. Outage and Situational Information System (OASIS)
MCI utilizes a Web-based internal tool, OASIS, which provides communications to MCI personnel
who are involved in or support customers impacted by unplanned events. Some examples of
OASIS notifications include fiber cuts, application/platform outages, and severe weather events.
Additionally, users can customize notifications by customer, reporting organization, state, and
country.
OASIS currently supports over 55 reporting organizations around the world, including all
backbone and managed service organizations, as well as a majority of the internal MCI monitoring
groups. OASIS provides these organizations with a medium for reporting and distributing outage
notifications affecting their designated networks. This instant notification allows support teams
real-time information to assist customers in prioritization and restoration of critical
communications.
10.3. MERIT
MERIT is a team of MCI employees with varying telecommunications backgrounds, who
have been trained in performing telecommunications equipment and network repair functions
in a hazardous material, contaminated environment.
This team of specialists has been trained for biological and chemical emergency incident
responses under OSHA (Occupational Safety & Health Administration) and NFPA (National Fire
Protection Association) guidelines to protect MCI personnel and assets during times of natural
disaster or hazardous materials incidents.
SM

10.4. Local Emergency Coordinating Center (LECC)
The LECC is utilized as a central point of contact to facilitate local communications, logistical
support, and information dissemination to key local personnel and ERTs.
LECCs are strategically placed throughout the U.S. in support of MCI’s U.S. domestic
operations.
10.5. Emergency Response Team (ERT)
The Emergency Response Team is a group of qualified personnel with varying disciplines who
have been trained and are responsible for reacting positively to non-hazardous events that pose
a threat to MCI network operations.
ERTs have been deployed extensively within the MCI network and provide an excellent
supplement to the local workforce. These teams are capable of being deployed at a moment’s
notice, delivering the job competency necessary to protect and restore the MCI network in the
shortest time possible.
ERTs are strategically placed throughout the U.S. in support of MCI’s U.S. domestic
operations.
10.6. Network Security Incident Response Team (NSIRT)
Due to the size of MCI’s computing environment, protocol dictates that responses to information
system disruptions are well planned, timely, and efficient. The Network Security Operations Center
(NSOC) provides a vehicle that allows for effective responses to information system security
incidents of varying sizes and complexity. The NSOC uses a variety of contacts to address
disruptions, such as internal help desk assistance, external vendors, and industry forums.
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MCI’s Network Security Incident Response Team (NSIRT) responds to major information
system security incidents that are unexplained, affecting multiple systems and/or multiple
platforms, occurring in multiple locations, occurring repeatedly or for which a First Response
Organization is unable to resolve the incident.
The Network Security Operations Center is responsible for the activation of the team and
the facilitation of the incident until resolution.
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